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who are not in Australia.

Please notice VPN is only available for students

VPN manual

+\Windows 10
+Mac OS

1. Windows 10 Operating System:

4+ Open Start Menu >
Go to Settings >
Select Network &
Internet >

Network & Internet
WiFi, flight mode, VPN

Click VPN
Or

4+ Open Start Menu >
Search “VPN” >
Click VPN settings

Al Apps  Documents

Best match

- oo VPN settings

System settings
Settings

°® Add a VPN connection

PR 2 Allow VPN over metered networks

°® Advanced VPN options
Search the web
ol vpn - See web results

] Documents - This PC (1+)

More ¥

2 vpn

4+ From the VPN settings page, click “Add a VPN

connection”.
N Home
_~]

Find a setting

Network & Internet

@ Status

7 WiFi

=1 Ethernet
% Dial-up
| = ven

e Flight mode

¢ Mobile hotspot

®

Data usage

@ Proxy

VPN

Add a VPN connection
+

Advanced Options

Allow VPN over metered networks
@ on

Allow VPN while roaming

@D on

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Centre

Windows Firewall

Do you have a question?
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+ In the Add a VPN connection dialog:

1. VPN provider: Set to Windows (built-in)
2. Connection name: This can be anything you want to name this

connection, for example, "AIHE VPN."
3. Server name or address: Enter the hostname
“vpn.aihe.sa.edu.au”
VPN type: Select L2TP/IPsec with pre-shared key
Pre-shared key: Aeg1275000

Username and Password: optional

N o 0 k&

Press Save.

Add a VPN connection

VPN provider

Connection name

AIHE VPN

Server name or address
vph.aihe.sa.edu.au
VPN type

Pre-shared key

Type of sign-in info

Cancel
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4+ After the VPN connection has been created, click
Change adapter options under Related settings.

Settings = O X
N Home VPN
Hinglaisetting = | Add a VPN connection
+

Network & Internet

O‘Z‘) AIHE VPN
@ Status
7 WiFi Connect Advanced options Remove
¥ Ethernet .

Advanced Options
(=] ial-
% BRI Allow VPN over metered networks

- @ o

Allow VPN while roaming
5= Flight mode Q on
¢ Mobile hotspot
®) batusse Related settings

| Change adapter options
P

® Proy Change advanced sharing options

Network and Sharing Centre

4+ Right-click on the VPN Connection from the list of
adapters and click Properties.

‘& Network Connections — O
4~ & > Control Panel » Network and Internet » Network Connections v D P
Organise ~ Start this connection Rename this connection Delete this connection > = - [

- Bluetooth Network Connection — Ethernet — Wi-Fi
Ak Ak As
\.,B Not connected = _ Network cable unplugged \Z{m test network
o’
X Bluetooth Device (Personal Area ... x W Realtek PCle GbE Family Controller Intel(R) Wireless-AC 9260 160MHz
— AIHE VPN
= 5";“ Disconnected
&7 wan Miniport (L2TP) Connect / Disconnect
Status
Set as Default Connection
Create Copy
Create Shortcut
!; Delete
G Rename
!; Properties
4items 1 item selected ==
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4+ In the Security tab

1. select "Require
encryption |
(disconnect if sever
declines)" under
Data encryption.

2. Then, select "Allow
these protocols"
under
Authentication.

3. From the list of
protocols, check
"Unencrypted
password (PAP)",
and uncheck all
other options.

4+ Click on "Advanced settings"

7 AIHE VPN Properties

General Options| Security

Type of VPN:

Networking  Sharing

Layer 2 Tunnelling Protocol with 1Psec (L2TP/IPsec) had

Advanced settings

Data encryption:

Require encryption (disconnect if server declines) w

Authentication
O Use Extensible Authentication Protocol (EAP)

Properties

Unencrypted password (PAP)
|| Challenge Handshake Authentication Protocol (CHAP)
D Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows log-on name and
password (and domain, if any)

Cancel

In Advanced Properties dialog box, choose "Use pre-
shared key for authentication" and enter the pre-shared

key: Aeg1275000, then click “OK”.

L2TP

(® Use pre-shared key for authentication

ke: [|  Aeg1275000

O Use certificate for authentication

]

Verify the Name and Usage attributes of the server’s certificate

Cancel

Advanced Properties X
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+ Back at the VPN window, click Connect on “AIHE VPN”.

Settings O X

@ Home VPN

Find a setting 0 ‘

Add a VPN connection
+

AIHE VPN
@ Status

7 Wi Advanced options Remove
a

Network & Internet

% Ethernet .
Advanced Options
[ ial-
& R Allow VPN over metered networks
e @ o
Allow VPN while roaming
3= Flight mode @ o

() Mobile hotspot

Related settings

Data usage
Change adapter options

P
® 2 Change advanced sharing options

Network and Sharing Centre

+ Enter your FULL EMAIL ADDRESS as your username
and EMAIL password, then click “OK”.
For example, my student email address is:
a00000000@student.aihe.sa.edu.au
My student email password is: “abcdef”.
Then, just enter your details like below:

Windows Security b4

Sign in

a00000000@student.aihe.sa.edu.au X

abcdef

Domain: aihe.sa.edu.au

OK Cancel
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2. VPN manual for MacOS

# Open System [ Finder File Edit View Go
Preferences

System Preferences...

+ > Network from Mac
applications menu.

@

Network

=+ Click the "+" button to create a new service, then select
VPN as the interface type, and choose L2TP over IPsec
from the pull-down menu, service name can be named by
yourself, e.g. AIHE VPN.

<1 > HE Network Q Search
Select the interface and enter a name for the new service.
Interface: VPN
Wi-Fi
Conne VPN Type: L2TP over IPSec
Bluetooth PN Service Name: IAIHE VPN| I
Not Connected
® RNDIS/...t Gad Cancel 2

Not Connected E
Thunde..lt Bridge ~ . | Server Address: |vpn.aihe.sa.edu.au

v
Not Connected AccountName:
test vpn (@)
Not Connected NN\
Transocks M) Authentication Settings...
Not Connected !&)

Connect
v Show VPN status in menu bar Advanced... ?
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4+ Server Address: Please enter vpn.aihe.sa.edu.au
4+ Account Name: Please enter your full student email
address. For example, my student email address is:
200000000 @student.aihe.sa.edu.au.
4+ Then, click Authentication Settings...

® < HHH Network Q

Location: Automatic E

Wi-Fi

Connected Status: Not Connected

Bluetooth PAN
Not Connected

D )

RNDIS/...t Gadget 9 i S
Not Connected soe Configuration: = Default B
@ Thunde..it Bridge _ Server Address: |vpn.aihe.sa.edu.au l

Not Connected A tN :
bl e a00000000@student.aihe.sa.edu.au

fQ'L
AN
Transocks Authentication Settings...
Not Connected h\ N
o Connect
= e Show VPN status in menu bar Advanced... ?
+ Password: For .
exam p I e’ m y p aSSWO rd User Authentication:
of my student email O Password: abcdef
address is: abcdef. RSA?““"D
Certificate
Then enter password. -
CryptoCard
+ Shared Secret: Please Machine/Authonfication:
enter Aeg1275000. Osshared Secret: | Aeg1275000 | |
Certificate
* Click OK to go back to Crota Name:

the main VPN settings
page.

cancel (TSN
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4+ Then click Advanced... and enable the Send all traffic
over VPN connection option.

Network Q

N\ festvpn

TCP/P  DNS  Proxies

Session Options:
Disconnect when switching user accounts
Disconnect when user logs out

Send all traffic over VPN connection

Advanced Options:
Use verbose logging

? Cancel OK

4+ Then click OK to go back to the main VPN settings
page. To connect with this VPN, just click connect.

® < B Network (&
Location: Automatic
Wi-Fi N
o Connected > Status: Not Connected

P Bluetooth PAN 9

Not Connected

RNDIS/...t Gadget = S R
L Not Connected . Configuration: Default &

Thunde...lt Bridge Server Address: vpn.aihe.sa.edu.au
o Not Connected T

Account Name:

test vpn

Not Connected AN N

Transocks Authentication Settings...

Not Connected NN

Connect
Show VPN status in menu bar Advanced... 2

+ | — | fev
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(If you need any further help, please send an email to
servicedesk@aihe.sa.edu.au)
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